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1. Introduction 

1.1 This policy sets out St James Schools’ approach to protecting personal data and 

responding to data breaches. It combines our operational information security rules 

with our legal obligations under the UK General Data Protection Regulation (UK GDPR) 

and the Data Protection Act 2018. 

1.2 It applies to all staff (including Governors, agency staff, contractors, volunteers, 

and work experience students) who may have access to or handle personal data in the 

course of their work. 

1.3 The policy covers: 

• The principles and practices that ensure the confidentiality, integrity, and 

availability of personal data. 

• The identification, reporting, investigation, and resolution of personal data 

breaches. 

1.4 This policy should be read alongside: 

• The School’s Privacy Notices (for pupils, parents, staff). 

• The Staff IT Acceptable Use Policy. 

• The Safeguarding and Child Protection Policy. 

2. Definitions 

For the purposes of this policy: 

• Personal Data – any information relating to an identifiable living person. 

• Special Categories of Personal Data – personal data revealing racial or ethnic 

origin, political opinions, religious beliefs, trade union membership, genetic 

data, biometric data, health data, sex life or sexual orientation. 

• Critical School Personal Data – special category data plus safeguarding, child 

protection, financial, and other highly sensitive school records. 

• Personal Data Breach – any security incident leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised disclosure of, or access to 

personal data. This includes both deliberate acts and accidents. 

3. Roles and Responsibilities 

3.1 All staff must: 



• Handle personal data securely at all times. 

• Follow this policy’s information security rules. 

• Immediately report any suspected or confirmed data breach to the Bursar. 

3.2 Bursar – initial point of contact for breach reporting; responsible for notifying the 

Chief Operating Officer (Data Protection Lead). 

3.3 Data Protection Lead (Chief Operating Officer) – responsible for: 

• Coordinating the breach investigation and response. 

• Assessing whether the breach must be reported to the ICO and/or affected 

individuals. 

• Ensuring records of all breaches are kept. 

4. Data Security Principles 

In line with UK GDPR, all personal data must be: 

• Processed lawfully, fairly, and transparently. 

• Collected for specific purposes and used only for those purposes. 

• Adequate, relevant, and limited to what is necessary. 

• Accurate and kept up to date. 

• Kept no longer than necessary. 

• Secured against unauthorised or unlawful processing, loss, destruction, or 

damage. 

5. Preventative Information Security Measures 

5.1 Using Computers and IT 

• Lock your computer screen when not in use, even for short periods. (Windows: 

press Windows + L; Macs: Control + Command + Q). All school computers auto-

lock after 5 minutes. 

• Only use school-approved hardware and software. Do not download, install, or 

connect unapproved devices. 

• Do not use private cloud storage or personal file-sharing accounts for school 

documents. 

• Portable media devices and USB’s must not be used . 

• All IT equipment, even if broken, must be returned to the IT Department for 

secure disposal. 



5.2 Passwords 

• Must be long, memorable phrases with numbers or symbols. 

• Must not be shared or reused across personal and school accounts. 

• Default passwords on any device must be changed immediately. 

• Keep passwords confidential and never written down. 

5.3 Emails 

• Check all recipients before sending. 

• Use BCC for multiple recipients. 

• Encrypt emails containing Critical School Personal Data. Provide passwords via 

a separate method (e.g., phone). 

Do not use private email accounts for school work. 

5.4 Paper Files 

• Store all personal data under lock and key. 

• Critical School Personal Data must be stored only in designated, secure, 

fireproof cabinets: 

Data Type Location Access 

Child protection DSL’s office 
Headteacher, DSL, DSL 

admin support (on request) 

Child protection - 

Electronic 

 

CPOMS 

Graduated: 
 
Headteacher/DSL: all record 
DDSL team: almost all 
 
Pastoral team: As needed 
 

Financial information Fees Secretary’s office Fees Secretary 

Personnel 

information 
EA’s Offices 

Headteacher, Head’s EA, 

Deputy Head’s EA 

Personnel (group-

wide) 
Bursary – The Bridge 

Head of HR, Heads, Head’s 

EA 



Health information Medical Rooms 
Deputy Head, Assistant 

Head, Deputy Head Pastoral, 

Administrators 

Health information 

- Electronic 
Medical tracker/iSAMS 

Deputy Head, Assistant 

Head, Deputy Head Pastoral, 

Administrators 

 

• Shred personal data for disposal – never place in general waste. 

• Use “follow-me” printing; collect documents immediately. 

• Keep desks tidy; store papers promptly. 

• For post, use secure methods (e.g., courier, encrypted USB) for confidential 

data. 

5.5 Working Off Site 

• Take the minimum data required. 

• Keep paper records in a locked case and secure location. 

• Keep documents with you at all times on public transport. 

• Keep documents out of sight in vehicles. 

• Avoid working in public where screens can be overlooked. 

• Do not use public Wi-Fi; use school Wi-Fi, 4G, or 5G. 

5.6 Personal Devices 

• Only allowed with written Bursar approval and IT configuration. 

• Must connect via school Wi-Fi with monitoring certificates. 

• Do not store school data unencrypted on personal devices. 

• Prevent friends and family from accessing your device; never share school 

logins. 

• On ceasing use of a personal device for school work, IT will wipe all school data 

and software. 

6. Critical School Personal Data 

Critical data includes but is not limited to: 

• Safeguarding and child protection records. 

• Medical and SEN records. 



• Serious allegations or disciplinary cases. 

• Financial information (staff and parents). 

• Special category data under UK GDPR. 

Must be stored and transmitted with maximum security measures. 

7. Data Breach Procedure 

Step 1 – Identify and Report Immediately 

• As soon as you suspect a breach, notify the Bursar. 

• Provide details: what happened, when, type of data, who was affected, any 

containment steps taken. 

Step 2 – Containment 

• IT to isolate affected systems and secure accounts. 

• Retrieve any disclosed data if possible. 

Step 3 – Assessment 

• Data Protection Lead to assess: 

o Volume and type of data affected. 

o Potential harm to individuals. 

o Whether ICO notification is required. 

Step 4 – Notification 

• ICO to be notified within 72 hours if the breach risks individuals’ rights. 

• Affected individuals to be informed promptly if there is a high risk to them. 

Step 5 – Record Keeping 

• Log all breaches in the Breach Register. 

• Document root cause, impact, and remedial action. 

• Record lessons learned and update controls accordingly. 

8. Training and Awareness 

• All staff must complete data protection and information security training. 



• Managers must champion good practice and ensure prompt reporting of any 

concerns. 

9. Consequences of Breach 

• Non-compliance may result in disciplinary action. 

• Deliberate or reckless breaches may constitute gross misconduct and/or a 

criminal offence. 

10. Policy Review 

This policy will be reviewed annually or sooner if required by law or operational 

changes. 
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