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1 Aims and Objectives

It is the duty of St James Schools to ensure that every pupil in its care is safe; and
the same principles apply to the digital world as apply to the real world. Online
communications and technology provide opportunities for enhanced learning but also
pose great risks to young people. Our pupils are therefore taught how to stay safe in
the online environment and how to mitigate risks, including but not limited to the
risk of bullying, harassment, grooming, stalking, abuse and radicalisation and identity
theft.

Technology is continually enhancing communication, the sharing of information,
learning, social interaction and leisure activities. However, many information
technologies, particularly online resources, are not effectively policed. All users
need to be aware, in an age-appropriate way, of the range of risks associated with
the use of these internet technologies. Current and emerging technologies used in
and outside of school include:

) Websites;

o Email and instant messaging;

. Blogs, forums and chat rooms;

o Mobile internet devices such as smart phones and tablets;
o Social networking sites;

) Music / video downloads;

o Gaming sites and online communities formed via games consoles;
o Instant messaging technology via SMS or social media sites;
) Video calls;

. Podcasting and mobile applications;

o Virtual and augmented reality technology; and

o Artificial intelligence.

This policy, supported by the Acceptable Use Policy for Staff and Acceptable Use
Policy for Pupils, and are implemented to protect the interests and safety of the
whole school community. It aims to provide clear guidance on how to minimise risks
and how to deal with any infringements. It is linked to the following school policies:

o Safeguarding and Child Protection Policy

o Prevent (within the Safeguarding and Child Protection Policy)
o Acceptable Use Policy

o Bring Your Own Device Policy for Staff and Visitors

. Staff Code of Conduct;

. Behaviour Policy

. Data Protection Policy and Privacy Notice/s;

. Educational Visits Policy

. PSHE / RSE Policy; and

. Acceptable Use of Al within the IEAL Employment Manual
. Photographic Image Use Policy



Regulatory and statutory framework
This policy has regard to:

e Keeping Children Safe in Education 2026 ("KCSIE");

e Working Together to Safeguard Children 2026;

e the Prevent duty guidance;

e the Department for Education's Meeting digital and technology standards in
schools and colleges, including the Filtering and Monitoring and Cyber Security
core standards;

e the Department for Education’s statutory guidance Mobile phones in schools;

e the Department for Education’s guidance on generative artificial intelligence
in education and Generative Al: product safety standards; and

e the statutory guidance on Relationships Education, Relationships and Sex
Education and Health Education applicable from September 2026.

The filtering and monitoring standards were updated in June 2026 specifically to
strengthen consideration of generative-Al risk.

At St James Schools, we understand the responsibility to educate our pupils on online
safety issues; teaching them the appropriate behaviours and critical thinking skills
necessary to enable them to remain both safe and within the law when using the
internet and related technologies in and beyond the classroom. We also understand
the importance of involving pupils in discussions about online safety and listening to
their fears and anxieties as well as their thoughts and ideas.

2 Scope

This policy applies to all members of the school community, including staff, pupils,
parents and visitors, who have access to and are users of the school IT systems. In
this policy:

o “staff” includes teaching and non-teaching staff, governors, and volunteers;
. “parents” includes pupils’ carers and guardians; and
. “visitors” includes anyone else who comes to the school.

Both this policy, and the Acceptable Use policies, cover both fixed and mobile
internet devices provided by the school (such as PCs, laptops, webcams, tablets,
whiteboards, digital video equipment, etc.); as well as all devices owned by pupils,
staff, or visitors and brought onto school premises (personal laptops, tablets, smart
phones, etc.).

In designing and implementing this policy, the School considers the four broad areas
of online risk identified in KCSIE:

Content: exposure to illegal, inappropriate or harmful material, including
pornography, racism, misogyny, self-harm and suicide content, antisemitism,
radicalisation and extremism, extreme sexual or physical violence, misinformation,
disinformation, fake news and conspiracy theories.

Contact: harmful online interaction with other users or with generative Al
applications that simulate human interaction. Risks include peer pressure,
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inappropriate commercial contact and adults posing as children or young adults in
order to groom or exploit children for sexual, criminal, financial or other purposes.

Conduct: online behaviour that increases the likelihood of harm, including
cyberbullying and the making, sending or receiving of explicit images, including
images altered or generated using artificial intelligence.

Commerce: risks including online gambling, inappropriate advertising, phishing,
fraud and other financial scams.

Online safety is treated as a running and interrelated theme throughout the School's
safeguarding arrangements, curriculum, staff training, filtering and monitoring, use
of technology, parental engagement and the work of the DSL.

3 Roles and responsibilities in relation to online safety

All staff; governors and visitors have responsibilities under the safeguarding policy to
protect children from abuse and make appropriate referrals. The following roles and
responsibilities must be read in in line with the Safeguarding and Child Protection
Policy.

3.1 The Board of Trustees

The Board of Trustees has overall leadership responsibility for safeguarding as
outlined in the Safeguarding and Child Protection Policy. The Governing Body of the
school is responsible for the approval of this policy and for reviewing its effectiveness
at least annually.

The Board of Trustees has overall strategic responsibility for ensuring that
appropriate filtering and monitoring arrangements are in place. The designated
safeguarding Trustee/Governor provides board-level oversight and challenge in
relation to online safety, filtering and monitoring, cyber security and the safe use of
generative Al.

The Trustees will ensure that all staff undergo safeguarding and child protection
training, both at induction and with updates at regular intervals, to ensure that:

o all staff, in particular the DSLs (also referred to as Online Safety Coordinator
in this policy) and Senior Leadership Team are adequately trained about online
safety;

. all staff are aware of the expectations, applicable roles and responsibilities in
relation to filtering and monitoring and how to raise to escalate concerns when
identified;

o staff are aware of the school procedures and policies that should be followed
in the event of the abuse or suspected breach of online safety in connection to
the school.

3.2 Headteacher and the Senior Leadership Team

The Headteacher has overall responsibility for the safety of members of the School
community, including online safety. The School will identify a member of the Senior
5



Leadership Team with responsibility for ensuring that the Department for Education’s
filtering and monitoring standards are met.

The responsible senior leader, working with the DSL, IT Department and designated
safeguarding Trustee/Governor, will ensure appropriate filtering and monitoring
systems are in place; ensure decisions about what is blocked or permitted are
documented; oversee the review of their effectiveness; oversee relevant reports;
and ensure staff understand their responsibilities and receive appropriate training.

3.3. The Designated Safeguarding Lead (DSL)

The DSL of each School takes lead responsibility for safeguarding and child
protection, including online safety and understanding the filtering and monitoring
systems and processes in place.

The DSL provides safeguarding oversight of filtering and monitoring arrangements,
works closely with the responsible senior leader and IT Department, reviews relevant
safeguarding alerts and reports, and ensures that online safety concerns are
responded to in accordance with the Safeguarding and Child Protection Policy.

The DSL will play a key role in ensuring that this policy is implemented effectively,
working closely with the Headteacher, IT Department and Governors to achieve this.
Responsibility for online safety is shared across these roles, in line with statutory
guidance, including Keeping Children Safe in Education and the DfE’s Meeting digital
and technology standards in schools and colleges - Filtering and Monitoring
Standards.

The Board of Governors retains overall responsibility for ensuring that the school
meets these standards and that appropriate systems and oversight are in place. The
IT Department is responsible for the technical operation, maintenance, and review
of filtering and monitoring systems, while the DSL provides safeguarding oversight
and responds to any online safety concerns that meet the threshold under the
Safeguarding and Child Protection Policy.

The DSL will work closely with the IT department to ensure that the school’s
requirements for filtering and monitoring are met and enforced. The DSL will review
filtering and monitoring reports and ensure that termly checks are properly made of
the system.

3.4 IT Department

The school's IT staff have a key role in maintaining a safe technical infrastructure at
the school and in keeping abreast with the rapid succession of technical
developments. They are responsible for the security of the school's hardware system,
its data and for training the school's teaching and administrative staff in the use of
IT. They monitor the use of the internet and emails, maintain content filters, and
will report inappropriate usage to the DSLs if relating to a pupil, the Headteachers if
relating to a member of school staff and the Chief Operating Officer.



3.5 Teaching and support staff

All staff are reminded upon login to any school computer to read the IT Acceptable
Use Policy. As with all issues of safety at this school, staff are encouraged to create
a talking and listening culture in order to address any online safety issues which may
arise in classrooms on a daily basis. Any concerns related to the functionality,
effectiveness, suitability, or usage of technology within the School, including the
monitoring and filtering systems, will be promptly escalated to the Desighated
Safeguarding Lead

All staff must read and understand this Online Safety Policy and enforce it in
accordance with direction from the DSL and the Headteacher as appropriate.

3.6 Pupils

Pupils are responsible for using the school IT systems in accordance with the IT
Acceptable Use Policy for Pupils.

3.7 Parents and carers

St James Schools believes that it is essential for parents to be fully involved with
promoting online safety both within and outside school. We regularly consult and
discuss online safety with parents and seek to promote a wide understanding of the
benefits and risks related to internet usage. The school will contact parents if it has
any concerns about pupils’ behaviour in this area and likewise it hopes that parents
will feel able to share any concerns with the school.

4 Filtering and Monitoring

In general:

St James Schools aims to provide a safe environment to learn and work, including
when online. Filtering and monitoring systems are important parts of the school’s
safeguarding arrangements, and it is vital that all staff understand the expectations,
applicable roles and responsibilities in relation to filtering and monitoring.

Staff, pupils, parents and visitors should be aware that the school’s filtering and
monitoring systems apply to all users, all school owned devices and any device
connected to the school’s internet server. Deliberate access, or an attempt to
access, prohibited or inappropriate content, or attempting to circumvent the
filtering and monitoring systems will be dealt with under the Staff Code of Conduct
or the Behaviour Policy, as appropriate.

The IT Operations Manager will undertake and record operational checks of the
filtering and monitoring systems at least once per term, together with any actions
arising.

In addition, the School will undertake a formal review of the effectiveness of its
filtering and monitoring provision at least once every academic year. The review will
be led by the member of the Senior Leadership Team responsible for filtering and



monitoring, with the support of the DSL and IT staff, and will involve the designated
safeguarding Trustee/Governor.

The review will include checks that filtering is operating appropriately on all relevant
internet-connected devices and in all relevant locations. The School will keep a
record of the checks undertaken, the findings, decisions made and any resulting
actions.

e An additional review will also be undertaken where:

e a new or increased safeguarding risk is identified;

o there has been a significant safeguarding incident;

e working practices change, including remote working or BYOD arrangements;

e new devices, software or technology are introduced, including generative Al
tools;

e there is a major software update;
o the technical configuration of networks or devices changes; or

e monitoring, testing or an incident identifies a potential weakness in the
existing arrangements.

The School's filtering and monitoring arrangements explicitly address risks associated
with generative Al tools.

As part of its filtering and monitoring review, the School will consider how generative
Al tools are being used within the School; whether access to particular tools should
be permitted or restricted; the ability and limitations of the School’s filtering and
monitoring systems in relation to real-time, dynamic, personalised and Al-generated
content; and whether additional safeguards, supervision or restrictions are required.

Any new generative Al tool proposed for use by staff or pupils must be considered as
part of the School's safeguarding and technology risk-assessment arrangements
before use is approved.

The school’s filtering system blocks internet access to harmful sites and
inappropriate content. The filtering system will block access to child sexual abuse
material, unlawful terrorist content, adult content as well as, but not limited to, the
following: gambling, drugs, network misuse, intolerance, non-safe search engines,
malware. If there is a good educational reason why a particular website, application,
or form of content should not be blocked a pupil should contact the relevant member
of teaching staff, who will then contact the DSL for their consideration.



The school will monitor the activity of all users across all of the school’s devices or
any device connected to the school’s internet allowing individuals to be identified.
In line with the school’s Data Protection Policy and/or Privacy Notice/s, the DSL will
monitor the alerts received. Any incidents should be acted upon and recorded. If
there is a safeguarding concern, this should be reported to the DSL immediately.
Teaching staff should notify the DSL if they are teaching material which might
generate unusual internet traffic activity.

Staff:

If any member of staff has any concern about the effectiveness of the filtering and
monitoring system, they must report the matter to the DSL immediately in line with
the Safeguarding and Child Protection Policy; particularly if they have received a
disclosure of access to, or witnessed someone accessing, harmful or inappropriate
content. If any member of staff accidentally accesses prohibited or otherwise
inappropriate content, they should proactively report the matter to the DSL.

While the filtering and monitoring system has been designed not to unreasonably
impact on teaching and learning, no filtering and monitoring system can be 100%
effective. Staff have a responsibility to monitor the use of IT in their lessons.
Teaching staff should notify the IT department if they believe that appropriate
teaching materials are being blocked.

Pupils:

Pupils must report any accidental access to materials of a violent or sexual nature or
that are otherwise inappropriate to the DSL and/or the appropriate teacher.
Deliberate access to any inappropriate materials by a pupil will be dealt with under
the school's Behaviour Policy. Pupils should be aware that all internet usage via the
school's systems and its Wi-Fi network is monitored.

Certain websites are automatically blocked by the school’s filtering system. If this
causes problems for schoolwork / research purposes, pupils should contact a member
of the IT department for assistance.

Review of online safety:

Technology and the associated risks and harms change rapidly. The School will
therefore undertake an annual review of its overall approach to online safety,
supported by an online safety risk assessment that reflects the risks faced by its
pupils.

The review will consider the four categories of online risk; safeguarding incidents
and trends; generative Al and other emerging technologies; pupil age and
developmental stage; the particular vulnerabilities of pupils with SEND and other
pupils who may be at greater risk; personal and School-managed devices; filtering
and monitoring information; curriculum provision; and changes in statutory guidance
or recognised safeguarding risks.



Findings and actions arising from the review will be recorded and reported through
the School's safeguarding governance arrangements.

5 Education and training
5.1 Staff: awareness and training

As part of their induction, all new teaching staff receive information on online safety,
including the school’s expectations, applicable roles and responsibilities regarding
filtering and monitoring. This will include training on this Online Safety Policy.

All staff working with children are responsible for demonstrating, promoting and
supporting safe behaviours in their classrooms and following the school’s Online
Safety procedures. These behaviours are summarised in the IT Acceptable Use Policy
which must be signed and returned before use of technologies in school.

All staff receive regular information and training (at least annually) on online safety
issues in the form of INSET training and internal meeting time and are made aware
of their individual responsibilities relating to the safeguarding of children within the
context of online safety. All supply staff receive information about Online Safety as
part of their safeguarding briefing on arrival at school.

Online safety training will include, as appropriate, the expectations, roles and
responsibilities relating to filtering and monitoring; how to report concerns about
the effectiveness of filtering and monitoring; the safe and effective use of generative
Al; Al-generated intimate imagery and deepfakes; harmful, inaccurate and age-
inappropriate Al-generated content; the potential use of Al for grooming or
exploitation; data protection and confidentiality; cyber security; and the need for
appropriate human oversight and critical evaluation of Al-generated material.

The DSL and DDSLs will maintain up-to-date knowledge of Al-related safeguarding
risks, including Al-generated intimate imagery, grooming and exploitation involving
Al, and the application and limitations of filtering and monitoring systems in relation
to generative Al.

Teaching staff are encouraged to incorporate online safety activities and awareness
within their subject areas and through a culture of talking about issues as they arise.
They should know what to do in the event of misuse of technology by any member of
the school community. When pupils use school computers, staff should make sure
children are fully aware of the agreement they are making to follow the school's IT
guidelines.

In accordance with the [Safeguarding and Child Protection Policy], if there is a
safeguarding concern a report must be made by staff as soon as possible if any
incident relating to online safety occurs and be provided directly to the school's DSL.

Pupils: the teaching of online safety

Online safety guidance will be given to pupils on a regular basis. We continually look
for new opportunities to promote online safety and regularly monitor and assess our
pupils’ understanding of it.
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The school provides opportunities to teach about online safety within a range of
curriculum areas and IT lessons. Educating pupils on the dangers of technologies that
may be encountered outside school will also be carried out via PSHE / RSE, by
presentations in assemblies, as well as informally when opportunities arise.

At age-appropriate levels, pupils are taught about their online safety responsibilities
and to look after their own online safety. Online safety education will be age and
developmentally appropriate and will include, as relevant, cyberbullying and online
harassment; grooming and exploitation; making and sharing nude or semi-nude
images; Al-generated intimate imagery, deepfakes and manipulated images;
pornography and inappropriate sexual material; misogynistic and other harmful
online influences; misinformation, disinformation, fake news and conspiracy
theories; the risks associated with generative Al applications and Al chatbots;
phishing, fraud and financial scams; protection of personal information and digital
identity; critical evaluation of online and Al-generated material; and when, where
and how to seek help or report a concern.

The School recognises that a "one size fits all" approach will not be appropriate for
every pupil. Teaching and support will be adapted where necessary for pupils with
SEND, pupils who have experienced abuse and other pupils who may be particularly
vulnerable to online harm. Pupils can report concerns to the DSL and any member of
staff at the school.

Pupils should be aware of the impact of cyber-bullying and know how to seek help if
they are affected by these issues (see also the school's Safeguarding and Child
Protection / Anti Bullying / Behaviour / Exclusion and Removal Policies, which
describes the preventative measures and the procedures that will be followed when
the school discovers cases of bullying). Pupils should approach the DSL, or any other
member of staff they trust, as well as parents, peers and other school staff for advice
or help if they experience problems when using the internet and related
technologies.

Parents

The school seeks to work closely with parents and carers in promoting a culture of
online safety. The school will contact parents if it has any concerns about a pupil’s
online behaviour and, in turn, encourages parents to share any concerns they may
have with the school.

The school recognises that not all parents and carers may feel fully equipped to
support their child in using technology safely at home. Where appropriate, the school
may arrange information or discussion evenings for parents, inviting external
specialists to advise on online safety and on practical steps parents can take to
minimise potential risks without curbing their child’s natural enthusiasm and
curiosity.

Parents and carers play a vital role in helping their children understand the
importance of using technology safely and responsibly. They should be aware that if
their child uses a personal 3G/4G/5G-enabled device, this allows independent
internet access outside the school’s filtering and monitoring systems. The school will
continue to work in partnership with parents to promote safe online behaviour, but
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parents remain responsible for supervising their child’s use of technology outside
school.

Parents and carers are expected to:

a) support the school in implementing this policy and report any concerns in line
with the school’s procedures;

b) engage with their child about their online activity and promote responsible
use of digital devices and social media; and

c) encourage their child to seek help if they are being bullied, have concerns
about safety or wellbeing, or need additional support.

Parents and carers who have any concerns or wish to receive further information
about online safety are encouraged to contact the Designated Safeguarding Lead
(DSL).

The School will help parents and carers understand the filtering and monitoring
arrangements used by the School and will reinforce the importance of children being
safe online.

Where pupils undertake remote or online learning, parents and carers will be made
aware of the sites, applications and online services pupils are expected to use and,
where relevant, who from the School their child will interact with online.

6 Use of school and personal devices
Staff

School devices assigned to a member of staff as part of their role must have a
password or device lock so that unauthorised people cannot access the content. Staff
should only use the school device which is allocated to them for school work. When
they are not using a device staff should ensure that it is locked to prevent
unauthorised access. Devices issued to staff are encrypted, to protect data stored on
them.

Staff are referred to the Staff and Visitors BYOD Policy, staff code of conduct and IT
Acceptable Use Policy for further guidance on the use of non-school owned electronic
devices for work purposes.

Staff at St James Schools are permitted to bring in personal devices for their own
use.

Staff are not permitted under any circumstances to use their personal devices when
taking images, videos or other recording of any pupil nor to have any images, videos
or other recording of any pupil on their personal devices. Please read this in
conjunction with Safeguarding and Child Protection, Acceptable Use, Staff Code of
Conduct and Educational Visits policies.
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Pupils

St James Schools operates mobile phone-free environments by default. Pupils must
not have access to or use mobile phones or other smart communication technology
throughout the school day, including during lessons, between lessons, at breaktime
and at lunchtime, except where a specific authorised exception applies.

School-specific arrangements for the storage, surrender, collection and permitted
use of mobile phones and smart technology are set out in the relevant Mobile Phone
Policy.

These requirements apply not only to mobile phones but also, where determined by
the School, to smart watches and other devices capable of sending or receiving
communications, accessing mobile networks or recording audio or video.

Any exception arising from disability, medical need or another individual
circumstance will be considered and authorised in advance in accordance with the
School'’s legal duties and appropriate risk assessment.

Personal mobile data connections must not be used to circumvent the School's
filtering and monitoring arrangements. Where a personal device is authorised for
educational use on School premises, it should access the internet through the School's
filtered network wherever practicable and must be used in accordance with the
relevant Acceptable Use and BYOD policies.The schools have introduced the use of
pupil-owned tablets as a teaching and learning tool and pupils are required to adhere
to the IT Acceptable Use Policy for Pupils when using tablets for schoolwork. In
particular, the IT Acceptable Use Policy for Pupils requires pupils to ensure that their
use of tablets for schoolwork complies with this policy and the IT Acceptable Use
Policy for Pupils. The policy also prohibits pupils from using tablets for non-school
related activities during the school day.

School mobile technologies made available for pupil use by the school including
laptops, tablets, cameras, etc. are stored in the IT office / a locked cupboard. Access
is available via the IT Office or Library staff. Members of staff should sign devices
out and in before and after each use by a pupil.

Pupils are responsible for their conduct when using school issued or their own
devices. Any misuse of devices by pupils will be dealt with under the School’s
Behaviour Policy.

The school recognises that mobile devices are sometimes used by pupils for medical
purposes or as an adjustment to assist pupils who have disabilities or special
educational needs. Where a pupil needs to use a mobile device for such purposes,
the pupil's parents or carers should arrange a meeting with the DSL or member of SLT
(who will inform the DSL) to agree how the school can appropriately support such
use. The DSL will then inform the pupil's teachers and other relevant members of
staff about how the pupil will use the device at school.

Where school devices are used outside school hours, parents and guardians are
responsible for supervising their child’s use. Further detail is set out in the
Acceptable Use Policy.
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7 Online Communications
Staff

Any digital communication between staff and pupils or parents / carers must be
professional in tone and content. Under no circumstances may staff contact a pupil
or parent / carer / recent alumni (i.e. pupils over the age of 18 who have left the
school within the past 12 months) or parents of recent alumni using any personal
email address or SMS / WhatsApp for school related business. The school ensures that
staff have access to their work email address when offsite, for use as necessary on
school business. Personal telephone numbers, email addresses, or other contact
details, may not be shared with pupils or parents / carers and recent alumni. Under
no circumstances may staff contact a pupil or parent / carer and recent alumni using
a personal telephone number, email address, or other messaging system nor should
pupils, parents and recent alumni / their parents / carers be added as social network
friends’ or similar.

Staff must immediately report to the DSL / Headteacher the receipt of any
communication that makes them feel uncomfortable, is offensive, discriminatory,
threatening or bullying in nature and must not respond to any such communication.
Staff must remain alert to the risk of fraudulent emails and should report emails they
suspect to be fraudulent to the IT department.

Pupils

All pupils are issued with their own personal school email addresses for use on our
network and by remote access. Access is via a personal login, which is password
protected. This official email service may be regarded as safe and secure, and must
be used for all schoolwork. Pupils should be aware that email communications
through the school network and school email addresses are monitored.

The school will ensure that there is appropriate and strong IT monitoring and virus
software. Spam emails and certain attachments will be blocked automatically by the
email system. If this causes problems for schoolwork / research purposes, pupils
should contact IT department for assistance.

Pupils must not respond to any communication that makes them feel uncomfortable,
is offensive, discriminatory, threatening or bullying in nature and should immediately
report such a communication, to a member of staff who should then refer it to the
DSL.

8 Use of social media
Staff
Staff should refer to the IEAL Employment Manual for the Staff Social Media policy.

Any online communications, whether by email, social media, private messaging or
other, must not:

. place a child or young person at risk of, or cause, harm;
o bring [name of school] into disrepute;
o breach confidentiality;
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o breach copyright;

o breach data protection legislation;

. or do anything that could be considered discriminatory against, or bullying or
harassment of, any individual, for example by:

o making offensive or derogatory comments relating to sex, gender
reassighment, race (including nationality), disability, sexual
orientation, religion or belief or age;

o using social media to bully another individual; or

o posting links to or endorsing material which is discriminatory or

offensive.
. otherwise breach the Staff Code of Conduct or Child Protection and
Safeguarding Policy.

Pupils

8.1 Pupils’ use of social media on any School IT systems, School Managed iPads and
School IT (Microsoft) accounts accessed at any time (including during online learning)
and equipment/devices and any personal devices (including hand held devices,
watches or any other internet enabled device) brought on to the School site or at a
School activity, must comply with the Pupils’ Acceptable Use Policy. Pupils should
also follow any additional code of conduct / guidelines put in place for online
learning from home.

8.2. Pupils must not access any social media that is for adults only or if the pupil
does not meet the minimum age requirement.

8.3. Anonymous sites must not be accessed as there is a high risk that inappropriate
comments can be exchanged, causing distress or endangerment.

8.4. Bad, including offensive, explicit or abusive, language and inappropriate
pictures must never be included in messages.

8.5. All messages should be positive and not include anything that could be upsetting
or defamatory towards others or the School.

8.6. Pupils must take responsibility for keeping details of their accounts private,
using full privacy settings and logging off properly and not allowing others to use
their accounts.

8.7. Pupils must report anything offensive or upsetting that they see online to the
appropriate bodies, either by using the “report abuse” tabs or by speaking to their
parents or a member of staff.

8.8. It is a serious offence to use another person’s account, or to create an account
in another person’'s name without their consent.

8.9. Pupils should not regard anything posted online as private and should remember
that harassment, defamatory attitudes and racism are just some issues that could
lead to prosecution.
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8.10. An individual’s “Digital Footprint” is becoming increasingly significant when it
comes to job and university applications. If unfortunate decisions are made, it will
be extremely difficult, perhaps impossible, to eliminate the evidence.

8.11. If pupils see inappropriate postings by other pupils, they must inform the School
so that steps can be taken to avoid possible repercussions.

8.12. The Malicious Communications Act applies to social media interaction by Pupils,
Staff and Parents of the School.

8.13. The age restrictions for social media platforms” link (see further guidance) is
used as a visual aid for pupils. It demonstrates the ages at which children are allowed
to access various Social Media platforms, as well as serving as a starting point for
discussion about the safe use of Social Media.

8.15. Pupils must have permission from the Head of Marketing Department for any
social media accounts using the name of St James Schools School, a St James Schools
School logo, or clearly attached to St James Schools School in some way

Social Media Restrictions for Social Media Platforms
What are the age limits for social media apps and platforms?

It is vital that parents, pupils and staff know the age restrictions that are applied to
many popular apps. As this is a fast moving area we would recommend that parents
(with their child) always check before a child accesses an app from an internet safety
website such as Internet Matters, for which there is a link below. We do not endorse
the use of these apps; this information is provided only to help support your children
to use social media safely.

https://www.internetmatters.org/resources/what-age-can-my-child-start-social-
networking/

9 Data protection

For the purposes of this policy, relevant data-protection legislation includes the Data
Protection Act 2018, UK GDPR and the Data (Use and Access) Act 2025. Please refer
to the Data Protection policy and the IT Acceptable Use Policy for further details as
to the key responsibilities and obligations that arise when personal information,
particularly that of children, is being processed by or on behalf of the school.

Staff and pupils are expected to save all data relating to their work to their one drive
account provided by the school or the on-premise file servers. The Prep School pupils
use Showbie to save their work. Staff devices should be encrypted if any data or
passwords are stored on them. The school expects all removable media (USB memory
sticks, CDs, portable drives) taken outside school or sent by post or courier to be
encrypted before sending.

Staff may only take information offsite when authorised to do so, and only when it
is necessary and required in order to fulfil their role. No personal data of staff or
pupils should be stored on personal memory sticks, but instead stored on an
encrypted USB memory stick provided by the school.
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Staff should also be particularly vigilant about scam / phishing emails (and similar)
which could seriously compromise the school’s IT security and/or put at risk sensitive
personal data (and other information) held by the school. If in any doubt, do not
open a suspicious email or attachment and notify the IT department in accordance
with the Data Protection Policy and IT Acceptable Use Policy.

Any security breaches or attempts, loss of equipment and any unauthorised use or
suspected misuse of IT must be immediately reported to the IT department.

Where the School procures or uses third-party filtering, monitoring, generative Al or
other technology services that process personal data, appropriate data-protection
due diligence will be undertaken. This will include consideration of provider privacy
information and, where required, completion of a Data Protection Impact
Assessment.

10  Cyber Security

The School recognises that cyber security forms part of its wider safeguarding
responsibilities. A cyber incident that compromises sensitive information about a
pupil can place that pupil's safety and wellbeing at risk.

The School will maintain appropriate cyber security arrangements in accordance with
the Department for Education's Cyber Security standards and wider Digital and
Technology Standards for schools and colleges.

The School's arrangements include appropriate controls for access to systems and
information, secure configuration and updating of devices and systems, maintenance
of relevant technology and information-asset records, and appropriate business
continuity, backup and disaster-recovery arrangements.

All staff and pupils must report suspected cyber-security incidents or compromises
promptly in accordance with the School's reporting procedures. Where a cyber
incident may give rise to a safeguarding concern, the DSL must also be informed
immediately.

11 Password security

Pupils and staff have individual school network logins, email addresses and storage
folders on the server or cloud. Staff and pupils are regularly reminded of the need
for password security.

e Annual password expiry:

o Pupils and staff have individual School network credentials.
Passwords and other authentication credentials must be unique to
the user, sufficiently strong and protected from unauthorised
access. The School will apply technical controls consistent with
current DfE and recognised cyber-security guidance.

o Passwords must be changed immediately where they are known or
suspected to have been compromised.
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o Multi-factor authentication will be applied to relevant staff cloud-
service, remote-access and administrative accounts in accordance
with the School's cyber-security arrangements.

o Users must not disclose passwords or authentication credentials to
another person.

e Support for longer passwords and passphrases:
o You are encouraged to use longer passwords or simple passphrases
(for example, “sunshine-train-library”) that are easier to remember
and more secure.
o Our minimum password length is increasing to further encourage the
use of passphrases.
e Aligned with best practice:
o These updates ensure our systems remain compliant with recognised
cybersecurity standards while improving user experience.
. This includes dropping the requirement of nhumbers and symbols,
relying on length over complexity.
o not write passwords down; and

. not share passwords with other pupils or staff.

12 Safe use of digital and video images

The development of digital imaging technologies has created significant benefits to
learning, allowing staff and pupils instant use of images that they have recorded
themselves or downloaded from the internet. However, staff, parents / carers and
pupils need to be aware of the risks associated with publishing digital images on the
internet. Such images may provide avenues for generative Al, cyberbullying, stalking
or grooming to take place. Digital images may remain available on the internet
forever and may cause harm or embarrassment to individuals in the short or longer
term.

The School recognises that photographs and videos of pupils may be copied,
manipulated or used to create Al-generated or digitally altered material, including
deepfake intimate imagery.

Al-generated intimate images or videos involving children will be treated as a
safeguarding concern with the same seriousness as equivalent imagery created using
a real photograph or recording. Any member of staff becoming aware that a pupil
has created, shared, received or been depicted in Al-generated nude or semi-nude
imagery must report the matter to the DSL immediately.

All incidents involving the making or sharing of nude or semi-nude images of children,
whether consensual or non-consensual and whether genuine, digitally manipulated
or generated using Al, require a safeguarding response in accordance with the
Safeguarding and Child Protection Policy.

The School also recognises that pupil images published on its website, social-media
channels or in marketing materials may be vulnerable to manipulation or misuse.
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Publication and management of pupil images will therefore be undertaken in
accordance with the School's privacy notices, data-protection arrangements and
Photographic Image Use Policy. Suspected misuse or manipulation of published pupil
images must be reported to the DSL.

When using digital images, staff should inform and educate pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In
particular they should recognise the risks attached to publishing their own (personal)
images on the internet (e.g. on social networking sites) and follow [the School’s]
guidance as referred to above 8.0 use of social media.

13 Artificial Intelligence

The School recognises that artificial intelligence, including generative Al, presents
both significant opportunities and safeguarding risks in education. The School is
committed to ensuring that the use of Al is safe, ethical, transparent and
consistent with its safeguarding responsibilities.

Unless expressly approved by the School, pupils must not use generative Al tools
through School-managed devices, accounts or systems. Any embedded or stand-
alone Al functionality approved for use will be subject to appropriate safeguarding
and technical controls.

The School will assess proposed Al products and uses before implementation,
considering the educational or operational benefit alongside safeguarding, data-
protection, security, ethical and intellectual-property risks and the Department for
Education’s product-safety expectations.

The School is alert to risks associated with generative Al including the creation or
manipulation of deepfake images and Al-generated intimate imagery; Al-generated
or Al-facilitated child sexual abuse material; harmful, inaccurate, biased or age-
inappropriate outputs; generative Al applications that simulate relationships or
interaction; the use of Al to facilitate grooming, exploitation, coercion or fraud;
risks to pupils’ privacy, personal data, mental health and wellbeing; misleading or
manipulated content; and excessive reliance on Al or "cognitive offloading”.

Personal, confidential, special-category or safeguarding information must not be
entered into an unapproved generative Al tool. Staff and pupils must comply with
the School's Data Protection Policy, Acceptable Use Policies and applicable Al
guidance when using an approved tool.

Al-generated outputs must not be assumed to be accurate or reliable. Users must
exercise appropriate critical judgement and human oversight.

Any safeguarding or wellbeing concern arising from the use of an Al tool must be

reported to the DSL immediately. This includes concerns involving Al-generated
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intimate imagery or deepfakes, harmful or age-inappropriate Al content,
compromised pupil data, concerning interaction with an Al chatbot, or use of Al by
a member of staff which may compromise pupil safety.

Al-related safeguarding concerns will be dealt with in accordance with the
Safeguarding and Child Protection Policy. The DSL will determine whether further
safeguarding action or referral to external agencies is required.

The School’s filtering and monitoring arrangements will take account of generative
Al and the limitations of technical systems in monitoring dynamic, personalised and
Al-generated content.

14  Misuse

St James Schools will not tolerate illegal activities or activities that are in breach of
the policies referred to above. Where appropriate the school will report illegal
activity to the police and/or the local safeguarding partnerships. If a member of staff
discovers that a child or young person is at risk as a consequence of online activity
they should report it to the DSL. The DSL then may seek assistance from the CEOP,
the LADO, and/or its professional advisers as appropriate.

The school will impose a range of sanctions on any pupil who misuses technology to
bully, harass or abuse another pupil in line with our Safeguarding and Child
Protection and Behaviour policies.

15  Complaints

As with all issues of safety at St James Schools, if a member of staff, a pupil or a
parent / carer has a complaint or concern relating to online safety prompt action
will be taken to deal with it. Complaints should be addressed to the DSL in the first
instance, who will liaise with Senior Leadership Team and undertake an investigation
where appropriate. Please see the Complaints Policy for further information.

Incidents of or concerns around online safety will be recorded in accordance with
the Safeguarding and Child Protection policy and reported to the school's DAL, in
accordance with the school's Safeguarding and Child Protection Policy.
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